
The research firm IDC has reported that healthcare data will increase to 2,314 exabytes 
by 2020, up from only 153 exabytes in 20131. If this data was stored on a stack of 
tablets, it would grow to more than 82,000 miles high, which would reach one third of 
the way to the moon.
 
This is a lot of data to protect and manage. Healthcare, which was paper-based not 
so long ago, is now digital. Applications must be up and running for admissions, 
pharmacy, clinical, labs, billing, and countless other routine and emergency functions.  
Business and patient care risks quickly emerge when the primary data center is 
unavailable due to unscheduled downtime or an extended outage.

Traditional Disaster Recovery
“Stuff happens” for nearly endless reasons:  hardware failures, software bugs, data 
corruption, fires, power outages, floods, earthquakes, hurricanes, storms … so it’s not 
hard to see the need for a good, solid Disaster Recovery plan. Yet the three traditional 
Disaster Recovery methods do not meet today’s requirements for a cost-effective, agile, 
fast recovery. Users typically expect to be running again in a fraction of an hour.

• With a Hot Site, the entire environment is duplicated and kept in synch. While a 
well-engineered Hot Site can have a fast recovery, it is a poor fi t for Healthcare 
organizations on two important dimensions – time consuming for staff and very, 
very expensive.

• Another option is the Cold Site. After a disaster, backup media are sent to an empty 
facility; infrastructure to run the applications is ordered and installed. This Cold Site 
can take days or weeks to establish – suitable only for organizations without needs 
for rapid restoration of all or partial services.

• The Warm Site is the middle ground – some infrastructure is in place, perhaps 
servers that may or may not be current. The expense is lower than the Hot Site 
but the recovery time is still longer than what is usually acceptable to Healthcare 
– perhaps days.
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What About Disaster Recovery as a Service?
Disaster Recovery as a Service (DRaaS) is the interesting 
new Disaster Recovery option for Healthcare. Because it is 
so cost-effective and easy to set up alternate processing 
sites for critical systems, this cloud-based approach 
to software resilience is growing rapidly. For hospitals 
and other healthcare organizations with compliance 
requirements, two types of DRaaS (Private Cloud and 
Managed Cloud) may be good options.

Private Cloud DRaaS
In this scenario, the healthcare organization’s IT staff takes 
on the role of DRaaS provider for the various locations in 
the system. The software components can be installed on 
your own server or hyperconverged infrastructure, reducing 
the backup and replication mechanisms. Data is kept under 
direct physical control. For healthcare, private clouds also 
often have the advantage of being less expensive and 
faster to restore than a public cloud, but many hospitals 
are choosing a combination of Backup-as-a-Service like 
ComportSecure and Private Cloud for the best disaster 
recovery and backup.

Managed Cloud DRaaS
The Managed Cloud DRaaS provides a hands-free method 
to manage backups and replications.The secondary 
site can be hosted in the provider’s rigorously controlled 
facility. The Managed Cloud DRaaS is very attractive for 
healthcare institutions that are highly virtualized. VM 
images are sent to the cloud service provider and are kept 
up to date within minutes. Agentless approaches are best 
from a performance standpoint. Recovering your server 
is as easy and fast as booting from your primary site. 
Scaling and managing infrastructure is handled by the 
service provider. The consumption model is also attractive 
to healthcare – capital is preserved and replaced by 
monthly payments.

Backup, Replication, and Disaster 
Recovery
A critical component of any disaster recovery plan is a 
way to transport copies of mission critical data away from 
the primary processing site to another location that will 
not be affected by the disaster event. There are two main 
ways to copy that data:

• Backup. Data is copied from databases, fl at fi les, and 
virtual machine images to backup media residing on 
disc-based storage, but could also include backup to 
magnetic tape or virtual tape libraries.

• Replication. As data is being written to databases 
and fl at fi les, that same data is being transmitted over 
a network to another storage system, usually to an 
alternate processing center or cloud provider.

Backup for healthcare organizations copies the entirety of 
a machine image, files, or databases (or the incremental 
changes since the last backup), in a one‐time operation 
that is then repeated periodically. Replication is the 
continuous or near‐continuous transference of updated 
disk blocks.

Backup was once considered “good enough” for disaster 
recovery purposes. However, good enough implied 
that an organization was willing to wait days to recover 
their systems and get them running again. In today’s 
always‐on enterprises, backup is no longer good enough: 
Backup and replication together are necessary to get 
critical applications up and running in 15 minutes or 
less. Frequent backup of virtual machine images and 
the replication of critical data together provide system 
recovery synergy that facilitates rapid restoration. 



ComportSecure DRaaS 
With our deep data center and cloud expertise Comport 
works with our healthcare clients to create backup and 
disaster recovery strategies that best achieve your particular 
long and short term data protection goals. ComportSecure 
can also help you tackle cyberattacks by creating an “air 
gap” between production and off-site backups, which allows 
a hospital to restore from their uninfected ComportSecure 
data in the event of a ransomware or malware incident. 

Confidence in Your Partner
Comport Healthcare Solutions has the expert knowledge 
and years of healthcare experience to help you navigate 
the possibilities and perils of hospital IT and best 
practices. Healthcare facilities face different challenges 
than other industries, and we offer services specifi cally 
tailored to evolving health information technology 
requirements. Our mission is to achieve the protection 
that your patients and clinicians expect and deserve.
Our insights are based on years of practical experience 
in healthcare and extensive investment in certifi cations, 
which has earned numerous industry awards.  
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Contact Comport today to learn more about 
our backup and disaster recovery solutions.
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