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D ata is a vital resource and 

lifeblood for all businesses. 

The imperative to modernize data 

management is driven by the need to 

simplify and automate management 

tasks, consolidate silos, reduce 

technical skillsets to increase 

interoperability of staff , reduce costs 

and generally increase reliability in 

the face of natural disasters and 

cyberattacks. 

Identifying the best backup and recovery 

solutions is critical to accomplish these 

goals. In 2021 many organizations down 

selected to two vendors: Cohesity and 

Rubrik. The key is to consider the features 

that are most important to you now as 

well as your future needs. For example, 

many enterprises aren’t currently using 

Docker persistent volumes or Kubernetes 

clusters, although they’re likely to use 

these data types in the future.
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Summary Chart
A summary chart is provided with details outlined in the remainder of the paper.

Technical Attributes Cohesity Rubrik Cohesity Benefi t

Architected for 
Consolidation

Yes. Cohesity can consolidate 
silos/secondary workloads beyond 
backups on same platform such 
as File Services, Test & Dev, 
Analytics and many others. Can 
add compute -only nodes.

No. Effi  ciency & Cost Savings. 
Can eliminate multiple 
architectures, licenses, 
trainings, staff  specializations.

Non-Disruptive Operations Yes. Totally non-disruptive 
operations.

Claimed but not realistic. Continuous operations.

Heterogeneous Clusters Yes. Intermix nodes from diff erent 
generations & vendors.

Can mix only 
generations.

Flexibility at the best price.

Industry standard variable 
length deduplication

Yes. Inline used for best dedupe 
ratios. Also dedupes data sent to 
SSD’s -best backup & recovery 
times.

No. Uses fi xed block 
dedupe which is much 
less effi  cient. Doesn’t 
deduplicate data in 
SSD’s either.

Reduces physical storage and 
licensing by 25% outperforms 
for backup & recovery times.

Snapshot Method/
Ransomware Recovery

Distributed Copy-on-Write. 
Highest level of protection, stops 
cyber attacks with immutable 
read-only fi le system.

Chain-based, must 
traverse chains of 
metadata. Scripts 
required for more than 
one workload at a time. 

Instant mass restores for 
any point in time. Vital for 
Ransomware.

Single UI for all 
deployment types

Yes. Cohesity’s Helios acts 
as a true single pane of glass 
regardless of where deployed (On-
prem, Cloud or aaS)

No. Reduces management 
overhead and provides 
unifi ed global view.

True multi-tenancy Yes. Cohesity was designed 
to provide true multi-tenancy, 
especially important to larger 
organizations.

No. Search is only within 
each VM.

Allows customers to 
segregate data and roles 
to individual business units 
or customers to prevent 
commingling of data and 
access.

Global Search Yes. Cohesity allows global search 
through the entire catalog, on-
prem or cloud.

No. Quickly fi nd the items you 
are looking for. Minimizes 
eff ort/time and streamlines 
operations.
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Cohesity
Cohesity is a privately held information 

technology fi rm based in San Jose, 

California. It develops software that 

allows users to back up and manage their 

data to gain important insights from it. 

Mohit Aron founded Cohesity in June, 

2013. Cohesity announced the release 

of its data management products, 

DataProtect and DataPlatform in 

October, 2015. Cohesity consolidates 

and manages data across multiple 

systems and cloud providers. In May 2019 

Cohesity acquired Imanis, a company 

focused on big data workloads.

Rubrik
Rubrik is a data management company 

based in Palo Alto, California. It was 

founded in December, 2013 by Bipul 

Sinha, Arvind Jain, Soham Mazumdar 

and Arvind Nithrakashyap. Rubrik 

acquired Datos.io in early 2018, 

which was another data management 

company. Rubrik acquired the assets of 

Igneous, a data management company, 

in December 2020. 

Company Background
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Product Overview

Cohesity
Cohesity develops software that 

simplifi es and consolidates data 

management. This software solution 

includes analytics capabilities that help 

solve problems related to mass data 

fragmentation, an increasingly serious 

problem for larger enterprises and 

those that store data across multiple 

systems, cloud platforms, and locations. 

As enterprises are learning, silos and 

fragmentation of data increase cost and 

complexity and makes it hard to extract 

value from their data.

The company’s fl agship product 

is DataPlatform, which is a hyper-

converged solution for consolidating 

multiple workloads such as archives, 

backups, testing and development 

onto a single cloud-based platform. 

DataPlatform also works with both 

physical servers and virtual machines 

(VMs). DataProtect is a Cohesity product 

that provides comprehensive protection 

for your data across datacenters and 

multiple cloud platforms. 

Enterprises often operate a collection 

of siloed backup infrastructure due 

to acquisitions, mergers and growth 

of applications and locations. Multiple 

systems typically perform the same 

tasks of data management, resulting 

in overlapping or even redundant 

functionality. Often diff erent technical 

skillsets are required to operate these 

various systems, and IT staff  cannot 

back each other up. The objective of the 

Cohesity platform is to eliminate this 

wasted expense and eff ort by providing 

customers with a single platform that 

integrates all these functions, greatly 

simplifying the job of IT managers.

Organizations also use diff erent hardware 

for services such as backups, cloud 

gateways, servers and storage. In 

addition, data functions like analytics, 

development and testing are performed 

by diff erent machines with poor 

sharing and low utilization, reducing an 

organization’s productivity. This poor 

interoperability results in multiple copies 

of the same data, making analytics 

more diffi  cult and a compliance issue for 

many organizations. Poor interoperability 

and data visibility problems can be 

particularly severe because analysts are 

often unaware that data they require is 

available, but hidden. 

The Cohesity platform addresses this 

situation by providing its users with a 

Google-like search functionality for data. 

This approach to data management 
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makes it easier to fi nd data by using 

custom queries sharing single copies of 

data as global resources. This platform 

works for all data-related workloads and 

includes an intuitive user interface (UI), 

which is particularly helpful for time 

savings and ease of use.

DataPlatform users can deploy the 

solution on premises, in the cloud or on 

edge devices. An important consideration 

is that DataPlatform’s architecture, 

because it is not multiple products 

cobbled together, allows users to easily 

scale by adding nodes without disrupting 

ongoing operations. 

Rubrik
Rubrik provides cloud-based data 

management services like backups and 

recoveries, especially for enterprises 

running a hybrid cloud environment. 

These services help organizations 

manage and protect their information 

while also providing useful insights. 

Rubrik Cloud Data Management (RCDM), 

commonly known as just Rubrik, is 

its fl agship product. It’s a cloud data 

management platform that allows 

organizations to manage and protect 

their data in a variety of environments, 

including the cloud, on-premises and 

edge devices.

Rubrik’s platform is vendor-agnostic, 

meaning that it doesn’t rely on hardware 

from a particular vendor. Furthermore, 

it doesn’t require customers to change 

their existing software stacks, whether 

those stacks are based on hardware or 

software. That means that Rubrik will run 

with any hardware-based software such 

as operating systems and databases. 

It’s also compatible with virtual systems 

such as those run by Hyper-V, Nutanix 

and VMware. In addition, Rubrik supports 

cloud-based Software-as-a-Service (SaaS) 

solutions such as AWS and Google Cloud.

The Rubrik fi le system is designed like a 

traditional, non-mission critical backup 

target device.  Like other traditional target 

devices, most data needs to be restored 

before it can be used.  The exception is 

VMs where Rubrik does have the ability 

to serve VMs temporarily while they are 

moved back to primary storage, however 

if a node reboots during that process, the 

share is terminated along with the storage 

relocation.  Another limitation of the legacy 

approach is their dependency on chained-

snapshots.   This inter-dependency 

causes performance degradation as you 

add snapshots, thus Rubrik recommends 

customers limit their on-cluster retention 

to 14-30 days.
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The Rubrik UI is designed for simplicity 

and curb appeal for customer’s who have 

a very simple backup strategy.   Rubrik 

has a policy engine called “SLA Domains” 

which lacks a grouping construct to 

specify centrally the details of what 

kinds of applications-specifi c options are 

desired.   This is one of the reasons why 

Gartner Group rated Cohesity higher for 

“manageability” despite fi rst impressions of 

how simple the Rubrik GUI looks.

The Key Diff erences 
Between Cohesity 
& Rubrik
The key diff erence between Cohesity 

and Rubrik is the architecture of their 

respective platforms.  Cohesity built it’s 

platform from the ground up to be able 

to handle multiple workloads and help 

customers minimize data silos – which 

leads to data silos and fragmentation 

resulting in a more complex environment 

to manage.   Furthermore, Cohesity’s 

SpanFS fi lesystem provides inherent 

immutability of data ensuring customers 

data is always secure.   This combined 

with Ransomware detection and Apps 

within the Cohesity Marketplace provides 

customers with maximum protection 

against malicious actions.   With Cohesity’s 

approach this allows customer’s to have 

a best of breed backup application as well 

as the ability to serve as a secondary NAS.   

These additional functions are not bolt-

ons but rather inherent to the platform 

thus providing enterprise readiness.  A 

deduped fl ash layer and with direct (chain-

free) snapshots accelerate recovery at 

scale to allow customers to restore entire 

Datacenters within hours.  

As an example of the robustness of the 

Cohesity platform, if a customer loses their 

primary NAS, Cohesity has the ability to 

take the last backup and present it out as a 

NAS volume while the primary NAS outage 

is addressed.  In the case of Rubrik, the 

customer would need to wait for the NAS 

to be repairperform a full restore before 

access to that data is available.

The platform approach of Cohesity 

supports an application marketplace 

(https://marketplace.cohesity.com).   

Customer’s can use apps within the 

marketplace or develop their own.  The 

marketplace ecosystem allows customers 

to scan backed-up data for vulnerabilities, 

anonymizing sensitive data before giving 

access to developers, identify sensitive 

data, and scan for viruses to name a few.  

Another key diff erentiator between the 

Cohesity and Rubrik data management 

solutions is that Cohesity uses space more 
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effi  ciently, by using the industry standard 

variable-block sliding scale deduplication 

for the Dataplatform fi lesystem. By default, 

all data being written to a Cohesity cluster 

is deduplicated against a single name 

space leading to storage effi  ciency. It also 

provides links to duplicated data across 

all protocols in workloads, allowing users 

to manage their data with minimal use of 

resources. This approach allows users to 

integrate their cloud services with data 

management at a lower cost. Cohesity 

is best for enterprises and midsize to 

large businesses to manage information 

searches, analytics, recovery, retrieval and 

regulatory compliance across 

data centers.

While Cohesity can provide fi le services, 

those fi le services are not used during 

backup processes.   A common 

misconception is that Cohesity uses NFS 

for backup operations, this simply is not 

true.  Rather those fi le services can be 

benefi cial to customers during recovery 

operations as NAS shares can be shared 

directly from Cohesity rather than needing 

to be restored fi rst, something the 

competition can not do.

Rubrik is designed for smaller numbers 

of users and is more focused on the 

integration of data management with 

a customer’s existing stacks, allowing 

those companies to manage data across 

multiple applications. Users must specify 

their deployment model when installing 

Rubrik to ensure it supports their cloud 

provider. In addition to supporting 

physical hardware and VMs from any 

vendor including its own appliances, 

Rubrik also supports NoSQL databases 

but with a secondary product and fewer 

supported products than Cohesity. 

The most signifi cant points of 

comparison between Cohesity and Rubrik 

relate to disaster recovery (DR). Backup 

features not directly related to DR and 

cloud integration are also important 

factors to consider when choosing 

between these two platforms. In addition, 

diff erences in pricing models can also be 

a key consideration in this decision.

Disaster Recovery
DR refers to a set of policies and 

procedures that an organization follows 

to recover its vital infrastructure 

following a disaster, with minimal 

disruption to operations. It generally 

focuses on information technology (IT), 

especially that which supports critical 

business functions. DR is a subset of 

business continuity, which includes 

the continuation of all business 
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functions after a disaster. DR policies 

and procedures should assume that 

the primary site will be recoverable for 

some time, requiring the restoration of 

data and services to a secondary site 

that’s geographically separate from the 

primary site.

DR solutions need to provide IT continuity 

for a variety of natural and man-made 

disasters. Natural disasters physically 

damage infrastructure over a large 

area, and include hurricanes, tornados, 

fl oods, forest fi res, volcano eruptions and 

earthquakes. Man-made disasters primarily 

refer to the physical theft of hardware 

as well as cyber crimes that allow the 

perpetrators to access, damage or encrypt 

data. Ransomware is a man-made threat of 

particular concern due to the increasingly 

common practice of publicizing sensitive 

information if the victim organization fails 

to pay the ransom. DR software should 

provide an additional layer of protection 

against all of these possible causes of 

catastrophic data loss.

Whereas legacy systems often rely on 

multiple point solutions that create data 

fragmentation, modern data backup 

solutions off er singular platforms that 

reduce data silos. Modern, cloud-native 

backup systems bring together backup, 

replication and recovery under one UI 

in a hardware-agnostic form. In case 

of emergency, data can be recovered 

instantly. On top of that, backup data is 

now easily searchable, accessible and 

usable for analytics. 

Slow updates are another characteristic 

of legacy systems that today’s DR 

solutions attempt to improve upon. The 

use of cloud-native backup systems 

ensures that updates are always online, 

allowing them to be completed much 

more quickly. Modern solutions also 

facilitate compliance with the increasing 

regulations over data security, especially 

in industries such as health and 

fi nance. Scalability is also a hallmark of 

enterprise-level DR solutions, allowing 

a company to easily expand its DR 

capability as its business grows.

Intent-based DR Strategy
Recovery time objective (RTO) and 

recovery point objective (RPO) are critical 

metrics for measuring the eff ectiveness 

of a DR strategy. RTO is the maximum 

acceptable time for an organization to 

restore its business processes after a 

disaster, while RPO is the maximum 

acceptable time, during which data 

might be lost due to a disaster. Cohesity 

SiteContinuity allows users to defi ne RTO 
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and RPO for a given set of workloads 

and automatically determines the best 

back in data mover to achieve these 

objectives. Rubrik only supports creating 

the workfl ow for a single workload.

Quick Restore
Cohesity restores data more quickly than 

Rubrik by automating this process for 

multiple VMs simultaneously, making it 

more scalable. Rubrik claims to have a 

faster RTO, but this outcome assumes 

that the VMs are restored directly without 

powering on.  While this does speed up 

data movement, all of those VMs are 

unavailable during this time.   Thus a 

customer must ask, what’s more important: 

How long it takes to get the VMs back 

to primary storage or VMs being up and 

available for use?  Cohesity also supports 

the instant access of data, although this 

capability is irrelevant for DR. Cohesity 

Site Continuity provides a faster RTO by 

placing VMs on hot standby, allowing 

the platform to recover data quickly to a 

vCenter environment. Another option for 

performing DR quickly with Cohesity is to 

use fully hydrated restore points on the 

data clusters at the secondary site. 

FailBack
Failback is the process of restoring data 

previously in a failed state back to its 

original working state, after which the 

backup data source reverts back to 

standby mode. Cohesity site continuity 

allows users to automatically set up 

reverse applications upon failover with 

a toggle switch. Rubrik requires users 

to set this up manually to reduce the 

reversed workfl ow and then manually 

perform the failback.

1-Click Site Failover
Failover is the process of switching to a 

standby data source upon the failure of the 

primary source. It’s essentially the same 

operation as a switchover, except that a 

failover is automatic and typically happens 

without warning. A switchover, on the 

other hand, requires human intervention. 

Cohesity off ers 1-click failover for the entire 

site based on the DR workfl ows defi ned 

by Cohesity’s SaaS-based Helios Portal. 

Rubrik can switch from the VMs to Amazon 

Web Services (AWS), but it’s limited to a 

single workfl ow.

Testing
Testing before disaster is an essential 

part of DR to ensure these policies 

and procedures work as intended. 

Cohesity SiteContinuity off ers DR 

testing and planning at the site level, 

including the option to test a predefi ned 

isolated network. DR testing isn’t native 
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with Rubrik, as it requires the use of 

PowerShell scripts.

Simplicity
Simplicity of operation is also a key 

requirement of DR because operators 

must perform them within a limited 

time. Cohesity Helios is Cohesity’s global 

management plane. Polaris is the UI for 

Rubrik, but it has no built-in automation 

for DR.

Breadth of Support
A DR platform should support a variety 

of workloads. Both Cohesity and Rubrik 

support VMware VMs, but Cohesity will 

also support Hyper-V and other workload 

types in the future.

Automated DR Orchestration
DR solutions need to coordinate with 

other applications automatically. Cohesity 

SiteContinuity provides automated 

DR with simple failback and failover 

workfl ows.

Backup Features
These backup features play a role in DR, 

although they aren’t limited to it.

Instant Mass Restore
The ability to quickly restore large 

amounts of data from multiple 

sources is extremely useful in today’s 

work environments, especially for 

enterprises. Cohesity uses its patented 

SnapTree technology to instantly 

recover multiple large backups 

effi  ciently without the need to traverse 

metadata changes. It also effi  ciently 

accesses data that was recently backed 

up as well as archived data.

What exactly is SnapTree? SnapTree 

provides additional benefi ts beyond 

typical RoW snapshot as a ‘Distributed-

Redirect-on-Write’ (DROW) snapshot 

mechanism that provides speed and 

scalability. The model is optimized for 

write performance so any changes are 

redirected to new blocks, creating a 

better option for meeting your RTO and 

RPO objectives. For more information 

on the benefi ts of SnapTree and a direct 

comparison over traditional snapshots, 

take a look at Cohesity’s SnapTree 

Solution Brief.

Rubrik must traverse an internal chain 

of metadata incrementally, similar to 

the way that legacy solutions perform a 

series of incremental backups to restore 

a full backup. This approach limits 

performance and also makes it diffi  cult 

to maintain historical backups within a 

Rubrik cluster. Furthermore, if a node 
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servicing restore operations fails, those 

restore operations subsequently fail as 

well on Rubrik.   With Cohesity’s superior 

architecture, this issue is accounted for 

and another node takes over for the failed 

node with no impact on the restore in 

progress.

Cohesity uses a GUI that automatically 

boots the system fi rst, then uses 

vMotion to connect to the primary 

storage as of version 6.6, similar to 

the way that Oracle performs instant 

restores. Cohesity also acts as a fi le 

server, allowing it to instantly access 

network-attached storage (NAS) 

backups. Rubrik requires users to write 

scripts if they want to recover more 

than one workload at a time.

Eliminating Silos
Cohesity and Rubrik both consolidate 

backup components, but only Cohesity 

handles modern NoSQL-type workloads 

that scale out to the cluster while running 

mainframe backups in the cluster. 

Cohesity is also the only one of these two 

solutions that allows users to consolidate 

secondary workloads onto the same 

platform. These workloads may include 

analytics, fi le services, searches, testing, 

development and scanning for malware. 

Furthermore, Cohesity accelerates 

applications by adding computer-only 

nodes. In addition, Cohesity includes a 

data-masking application that sanitizes 

the data used in testing and analytics, 

ensuring sensitive information remains 

within the organization.

Simple Converged Management
The architectures of both Cohesity 

and Rubrik are based on APIs and 

monitor multiple clusters as a SaaS. 

They also provide automatic scheduling 

and enforcement of service level 

agreement (SLA) policies. However, only 

Cohesity off ers advanced operational 

controls, group-level control and active 

management of multiple clusters through 

a single UI. Furthermore, Cohesity 

can run on-premises, or in the cloud 

as an SaaS or Data Management-as-

a-Service (DMaaS). It also includes a 

mobile app and GUI-driven upgrades 

as of version 6.6. Rubrik’s SaaS only 

provides monitoring and multi-cluster 

upgrades that route the user back to the 

appliance-level management.

Variable-Length Deduplication
Deduplication is the elimination of 

redundant data stored in an information 

system. It’s becoming an increasingly 

important part of data management as 

organizations store data in more locations. 
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Cohesity performs in-line variable-length 

deduplication, allowing it to achieve high 

deduplication ratios. It also performs 

deduplication on data as it’s sent to solid-

state storage devices (SSDs). Rubrik uses 

fi xed-block deduplication, which is less 

effi  cient. Furthermore, Rubrik doesn’t 

deduplicate data as it’s stored on SSDs, 

resulting in a lower eff ective storage 

capacity. This approach to deduplication 

can directly impair the performance of both 

backups and recoveries. 

Cohesity provides true global de-

duplication across multiple backups, 

nodes and workloads. Large Cohesity 

clusters can yield 20% more space than 

Rubrik, as of version 6.6. Furthermore, 

Rubrik uses separate de-duplication 

pools for each workload type, requiring 

a separate fi le set for each exclusion, 

policy choice or protocol. It also does 

not perform deduplication to the cloud 

across multiple VMs.

When your put this all into cost savings, 

you can save anywhere from 8-10% 

with Cohesity and when you start to 

talk about a couple hundred terabytes 

this adds up quickly. 

Oracle
Cohesity and Rubrik both support 

instant access to Oracle database tables 

in parallel backup mode. However, It 

also backs up Oracle Zero Data Loss 

Recovery Appliance (ZDLRA) with no 

production impact. ZDLRA is a computing 

platform that includes Oracle hardware 

and software designed to back up and 

recover Oracle databases.

Cohesity also integrates with the Oracle 

Secure Backup SBT interface, which 

allows users to use Recovery Manager 

(RMAN) to back up Oracle databases 

more quickly than Network File System 

(NFS). Furthermore, it performs Oracle 

Real Application Clusters (RAC) multi-

node parallel restores. RAC is a backup 

option for Oracle databases that provides 

clustering and high availability in Oracle 

environments.

Additional Oracle environments that 

Cohesity integrates with include 

the Trinity Desktop Environment 

(TDE), which is a complete desktop 

environment designed for Unix-like 

operating systems. Cohesity backs 

up Oracle databases in TDE in an 

encrypted format. Other features 

of Cohesity in Oracle environments 

include source-side deduplication, 

customized restores, clone refreshes 

and integration with SAP.
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Also important, with Cohesity, if your 

DBAs don’t want to do a complete merge 

because they lose backups, it is possible 

to do an incremental merge and create 

a snapshot so you can do point in time 

recovery, allowing for the best of both 

worlds. 

Split-File Parallel Operations
The ability to split fi les in parallel can 

greatly reduce the time needed to 

perform backups across network nodes. 

This process often uses fi le formats 

such as Virtual Hard Disk (VHD) and 

Virtual Machine Disk (VMDK). VHD and its 

successors represent a virtual hard disk 

drive (HDD) and contain the components 

of a physical HDD, including a fi le system 

and disk partitions. VMDK is a fi le format 

that describes containers for virtual 

HDDs and VMs like VirtualBox and VM 

workstation.

Cohesity splits single fi les and database 

objects in VHD or VMDK format and 

streams them across nodes, allowing it 

to perform extremely fast backups. 

Heterogeneous Cluster
A heterogeneous cluster environment 

contains devices with diff erent 

computational capabilities and 

bandwidth. Cohesity allows users to 

mix nodes from diff erent vendors and 

generations of technology, which lets 

them obtain the best pricing by changing 

the performance/capacity ratios of their 

servers. Cohesity can also add compute-

only nodes as of v6.5.1. Rubrik can mix 

devices of diff erent generations, but not 

diff erent vendors.

WORM Backups and Legal Hold
Write once read many (WORM) storage 

devices don’t allow data stored on 

them to be modifi ed once written, 

which serves as a form of physical 

data security. Both Cohesity and Rubrik 

support immutable WORM backups, 

preventing anyone from using a 

compromised administrator account 

to delete them. Cohesity has fi le-level 

WORM capability to protect backups 

once they’re completed. Rubrik’s legal 

hold  requires three mouse clicks per 

snapshot. Cohesity also adds additional 

protection for legal holds by allowing 

individual snapshots that allow for 

30-day windows. By doing this, you 

are only keeping what you are required 

to keep and getting rid of data you 

don’t need - so you don’t over expose 

yourself to risk. 

Global Indexing and Search
A global index in a database has a 
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one-to-many relationship with tables, 

meaning one index partition can map 

to many table partitions. File searches 

became global across all indexes in a 

cluster as of Rubrik 5.3, but this doesn’t 

apply to archived data. Furthermore, 

searches of e-mail subjects remain 

restricted to each mailbox. Offi  ce 365 fi le 

searches in Rubrik are also siloed within 

a disk drive. NoSQL searches in Rubrik 

don’t use global indexing at all due to 

diff erences in software.

Multi-Tenancy
Multi-tenancy is a type of software 

architecture in which a single 

instance of software services multiple 

tenants. Security becomes much 

more important in a multi-tenant 

environment, since it must prevent 

tenants from accessing each other’s 

data. Role-based access control (RBAC) 

is a standard solution to this problem 

because it bases access on roles and 

privileges. Administrators can easily 

perform user assignments through 

RBAC relationships such as role-role, 

role-permissions and user-role.

Cohesity provides better multi-tenancy 

due to its capability of performing global 

searches on tenants, across tenants or 

across multiple workloads. It also has 

more granular RBAC, with other features 

such as private pools and impersonation 

with logging. Cohesity also allows 

customers to defi ne their own encryption 

keys.  These features allow a central 

administrator to run tasks on behalf of 

tenants. Additionally, Cohesity allows 

separation by storage domains allowing 

true segmentation of tenant data with no 

comingling for ultimate data protection. 

Delivered as a Service
Cohesity delivers its platform as a service, 

eliminating the need for customers to 

manage storage buckets and pay for 

them. Rubrik Polaris only supports cloud 

workloads, which places responsibility 

for storage buckets on the customer. 

This architecture only provides data 

compression and not deduplication.

Encryption
Cohesity and Rubrik both support 

software-based 256-bit encryption. 

However, Cohesity can also use a 

diff erent encryption key for each tenant 

or department, unlike Rubrik.

Backup Target
Third-party backup applications can 

use Cohesity as a target, which is useful 

when backing up data with legacy 

applications. Only specifi c applications 
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can use Rubrik as a target, including 

Datos IO, Oracle and SQL.

QOS
Cohesity allows customers to create 

quality of service (QOS) policies for each 

workload. For example, they can use 

Cohesity to increase the priority of jobs 

that instantly recover VMs. Rubrik lacks 

this capability.

Non-Disruptive Operations
As I’m sure you know, non-disruptive 

operations can mean the diff erence 

between user satisfaction and 

frustration. Being able to perform 

major upgrades or migrations and 

even withstand node failures without 

interrupting client/user applications is 

very important in today’s always-on 

environment. 

Rubrik node failures and upgrades take 

down live mounts despite its claims. It 

also interrupts vital security processes 

like continuous data protection (CDP) and 

causes NetApp backups to fail. Cohesity 

is completely non-disruptive to ongoing 

business operations.

Cohesity allows upgrades to take part 

while normal operations are in progress 

with no impact on the normal operations.   

This is a fundamental diff erence and 

provides customers with fl exibility to 

manage their upgrades and minimize any 

impact to their normal operations.

Compression
Cohesity and Rubrik both compress data, 

but Cohesity uses ZStd. This algorithm 

is more effi  cient, providing better 

performance without sacrifi cing latency.

Cloud Support
Modern data management solutions 

routinely support cloud platforms, 

although the degree of support can 

vary greatly. Customers looking for a 

new data management solution often 

think of cloud support as a feature for 

enterprises. However, businesses of all 

sizes should consider the importance of 

cloud support for the future, even if they 

haven’t migrated their infrastructure to 

the cloud yet.

Cohesity
Users can obtain cloud support from the 

on-premises edition of DataPlatform with 

CloudSpin. This feature is often referred 

to as a “lift and shift” solution to cloud 

migration. It involves “lifting” their on-

premises infrastructure by linking it to a 

cloud platform that CloudSpin supports, 

which currently includes AWS, Azure and 

Google. Users then “shift” a VM onto the 
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cloud platform from a backup snapshot.

The best use cases for CloudSpin 

include cloud migration testing and 

cloud workload backups. However, 

users who need to perform a complete 

migration to the cloud will usually obtain 

better value with the cloud edition of 

DataPlatform, Cohesity can archive a 

workload to multiple clouds for object 

stores simultaneously, unlike Rubrik. This 

capability allows Cohesity users to use 

the same data for diff erent use cases at 

the same time.

Rubrik
Rubrik performs data processes such 

as compression and duplication on 

its backups before archiving them, in 

contrast to a simple copy. This approach 

reduces costs because these processes 

don’t require cloud resources, which can 

be a signifi cant expense for organizations 

that don’t use their cloud platform much. 

Furthermore, preprocessing compression 

and deduplication reduces cloud storage 

requirements compared to straight 

copying. However, Rubrik doesn’t perform 

deduplication for data in the fi rst instance 

of S3 on a given VM, resulting in a greater 

use of S3 space than Cohesity. 

Rubrik’s interface works on virtually any 

device with internet connectivity, making 

it well-suited for the cloud. In addition, 

Rubrik claims that v5.3 of its platform can 

perform incremental backups to Glacier 

and Offi  ce365, as of January 2021.

Cloud Storage 
Cost Benefi ts
Cloud storage services are quickly 

overtaking traditional on-site options, 

especially for larger organizations. 

Competition between major cloud 

providers like Amazon, Google and 

Microsoft are driving this trend as more 

businesses move their infrastructure 

to the cloud. The expected savings in 

direct costs is often a deciding factor, 

but it isn’t the only fi nancial benefi t of 

cloud storage. Additional reasons to use 

the cloud for data storage include more 

reliable restores, greater redundancy, 

increased security and easier regulatory 

compliance. 

Direct Savings
An organization shifts its infrastructure 

costs from capital expenditures to 

operating expenses when it migrates to 

the cloud. Establishing an on-site data 

center requires a company to pay the 

upfront cost of hardware, enclosures 

and facility upgrades in addition to the 
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cost of powering and cooling equipment. 

However, cloud platforms generally 

charge a monthly fee based on usage, 

rather than the entire cost of maintaining 

their hardware. Furthermore, cloud 

providers only charge for the computing 

resources that an organization actually 

uses, whereas an on-site data must have 

the maximum resources the organization 

will ever require. The reduction in on-site 

infrastructure also reduces hardware 

management and monitoring costs, 

allowing administrators to spend more 

time on other tasks.

Restores
Many cloud storage providers off er 

pricing tiers based on the client’s restore 

requirements. This business model allows 

customers to easily balance their backup 

frequency and retention period against 

the cost of maintaining those backups. 

Some lenders also reduce administrative 

costs for their customers with object 

lifecycle policies that automatically move 

data between service tiers when needed. 

Additional backup options include hot 

storage for backups that require fast 

restores, and archive storage for data 

that doesn’t need to be accessed very 

often. Archived data generally costs less 

to store because the cost of accessing 

data is usually much greater than the 

cost of storing it.

Data Security
Ransomware is a particularly serious threat 

for organizations today. Historically, this 

type of malware attempted to encrypt 

an organization’s data, allowing the 

perpetrators to off er the decryption key in 

exchange for a ransom. However, cyber 

criminals have since learned that the 

disclosure of sensitive data is far more 

costly to organizations than data that is 

merely encrypted. Cloud platforms are 

much less vulnerable to ransomware, as 

most organizations don’t specialize in data 

security, resulting in a lower chance of ever 

needing to pay a ransom for stolen data.

In security Rubrik is playing catch-up 

to Cohesity which was always security 

conscious,with fi rst in the industry 

2-factor authentication and the 2-Man 

Rule to execute certain functions. 

Rubrik’s clusters have had weak security 

in the code; recently they announced the 

guarantee of a dedicated team to assist 

in the event of a breach. Their guarantee 

also is a cash bounty, applicable only if 

the issue was due to a breach in their 

code (not applicable in 99.9% of cases). 

Cohesity also has a dedicated team to 

assist customers in recovery, even when 

the breach is not from Cohesity.
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Data Redundancy
Cloud storage vendors routinely store data 

in more than one data center, allowing 

them to maintain multiple copies of the 

same backup. This architecture provides 

greater data redundancy due to the low 

probability of losing all these backups. 

Some cloud providers also off er geographic 

replication options for clients who require 

extra data security, which involves 

maintaining backups in geographically 

separate regions. These services help 

minimize the risk that a single disaster will 

aff ect all copies of the data.

Regulatory Compliance
Regulatory compliance regarding data 

security represents a growing cost 

consideration for many companies, 

especially government contractors as 

well as private companies in the health 

and fi nance sectors. Organizations that 

store data on citizens in the European 

Union (EU) also have particularly stringent 

data protection requirements. Cloud 

vendors have the resources to ensure 

that their platform meets many regulatory 

requirements for data protection.

Summary
Data is the most valuable asset for 

virtually all organizations today. 

However, it’s only been in recent 

years that the ability to organize and 

analyze that data has signifi cantly 

improved. Data silos are becoming a 

critical concern for many organizations, 

especially those with a large amount 

of legacy infrastructure. Data 

fragmentation is also a growing 

problem for organizations with multiple 

locations for storing data. These 

organizations often fi nd that the 

expense of managing their data can 

exceed the value that it provides.

The storage of data in the cloud rather 

than an on-premises data center 

can solve many of these problems, 

assuming an organization uses the 

right solution for its needs. A data 

management platform can help 

maximize the value of data by ensuring 

that all users have the same view of 

data and are able to access it easily. 

These platforms must be able to handle 

environments in which the amount of 

data, number of copies and number 

of data operations is continually 

increasing.

Multiple vendors now off er solutions 

that meet many of these requirements. 

These platforms generally perform 

basic backups and restores quite well, 
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Summary Continued...
but their ability to perform other data management tasks tends to set them apart. For 

example, data management solutions should provide a single interface that allows 

users to view all their data. Policy-driven automation is a particularly important feature 

for organizations with demanding service levels. Additional key features that not all 

platforms off er include the ability to scale up and restore data without disrupting 

ongoing operations.

Overall Cohesity’s DataPlatform is the preferred data management solution for 

most commercial and enterprise organizations at this time. Its advantages over 

other vendors include the ability to easily integrate into existing software solutions. 

DataPlatform’s simple interface is also an advantage for users with little experience in 

data management software.  

Call to Action
Get started on your data-driven transformation today. From intelligence and 

automation to management and monitoring, a comprehensive enterprise data 

management plan for organizations is imperative in today’s digital world. Comport’s 

team of experts can help you create the right data strategy for your particular needs. 

Reach out today! 

Contact information: 
78 Orchard Street, Ramsey, NJ 07446

(201) 781-8734

info@comport.com


